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WHEN SHOULD THE BELL TOLL? THE ECONOMICS OF NEW
ZEALAND’S DEBATE ON INDIRECT LIABILITY FOR
INTERNET COPYRIGHT INFRINGEMENT

ALAN E. WOODFIELD

ABSTRACT. This article evaluates proposed changes to New Zealand’s copy-
right legislation in respect of potential secondary liability for copyright in-
fringement by Internet service providers. Minor changes were envisaged in or-
der to align the legislation with new international standards, with limitation of
ISP liability along the lines of the UK Electronic Commerce Regulations 2002
recommended. Both zero liability and strict liability for web-hosting ISPs are
correctly rejected, but the proposed uniform regulatory approach provides lim-
ited incentives for ISP monitoring effort and while proposed knowledge-based
standards should largely prevent excessive permanent removal of legitimate
material, the constructive knowledge test may be insufficient to encourage the
removal of many infringing items. The counter-notification procedure may not
prevent liability-conscious ISPs from removing excessive legitimate material on
a temporary basis, and more radical solutions involving ISP purchase of their
subscribers’ posted material or compulsory ISP purchase of copyrights did not
feature. The design of optimal copyright law is fraught with difficulties, how-
ever, and the Ministry’s consultative processes and careful deliberations have
done much to maintain a reasonable balance between the conflicting interests
concerned.

1. INTRODUCTION

New Zealand’s Copyright Act 1994 (“the Act”) was enacted prior to rapid ad-
vances in information technology, the Internet in particular. Recognizing that digi-
tal technology permits copyright works to be copied, modified, and disseminated at
very low cost, the Ministry of Economic Development (“the Ministry”) inaugurated
a Digital Copyright Review and has consulted widely since 2001 on how to balance
the competing interests of copyright owners who claim to be threatened by serious
levels of copyright piracy, and users of copyright material particularly those for
whom in a small, physically isolated but computer-literate society view computer
network devices such as the Internet as pennies from heaven.’

I would like to thank the Ministry of Economic Development for making available the public
submissions relating to their Digital Copyright Review, Kim Connolly-Stone and Victoria Pearson
of the Ministry for points of clarification, Nick McNabb for research assistance in preparing this
article, and the Editor for helpful suggestions. Any errors are mine.

IFor example, between 1986-2002, the number of households equipped with at least one com-
puter increased from less than one in ten to more than 50 percent. Personal Internet use access
increased from 42 percent of people in 1992 to 75 percent in 2002, while the percentage of people
using the Internet in the previous four weeks increased from 18 percent in the first quarter of 1998
to 58 percent in the third quarter of 2002. In July 2001, New Zealand ranked seventh of eleven
OECD countries in terms of per capita webhosting rates, and had the third highest use per capita
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Of major concern has been whether the Act, which contains no specific refer-
ence to digital technology, is capable of offering appropriate protection to either
copyright owners or users, or is simply insufficiently clear as to what is protected.
As a consequence, the Ministry first introduced a Discussion Paper (“DP”, 2001)
identifying key issues and possible approaches to copyright law reform, and called
for public submissions on the issues raised therein. In response to the submissions,
the Ministry produced a Position Paper (“PP”, 2002) stating its preferred position,
and called for further submissions.? After consideration, the Associate Minister of
Commerce made a number of policy recommendations in June 2003 to the Cabi-
net Economic Development Committee involving proposed amendments to the Act,
with a view to their introduction during 2004.3

Although an important part of the government’s innovation framework, the Dig-
ital Copyright Review found that the Act required no substantial changes. Rather,
only some clarification and exceptions were required in the digital environment to
align the Act with new international standards. No substantial strengthening of
the rights of copyright owners is envisaged, the Review properly recognizing that
some (if not all) elements of unauthorized copying need not harm their interests,
and may improve their welfare.*

Included in the list of proposed amendments to the Act was an intention to limit
liability for Internet service providers (“ISPs”) for both primary and secondary
infringement in “appropriate” circumstances. The purpose of this article is to
evaluate the debate surrounding ISP liability for secondary copyright infringement,
where ISPs are alleged to facilitate copyright piracy by their subscribers. The
article is organized as follows. Section 2 identifies sources of potential ISP liability
and summarizes the proposed New Zealand policy changes. Section 3 evaluates the
general reasoning adopted in the DP submissions in the light of extant literature
on third party liability for copyright infringement, while section 4 examines the
proposed policy changes in light of alternative legal strategies suggested in this
literature. Section 5 provides a brief conclusion.

2. SOURCES OF POTENTIAL LIABILITY FOR INTERNET SERVICE PROVIDERS

There are two sources of potential liability of ISPs for copyright infringement.
Primary liability refers to direct ISP infringement, where, for example, ISPs might
reproduce on their computer or server a webpage containing copyright-protected
material without permission of the copyright owner. Such an activity would cur-
rently constitute infringement under sections 29-34 of the Act, and absence of
knowledge that the activity would be infringing is no defense. ISP authorization of

of secured servers by international standards (as an index of e-commerce activity) as of January
2002. See Ministry of Economic Development (June, 2003) for further details.

2Many of the Ministry’s relevant papers may be downloaded from the Publications section of
their website: http://www.med.govt.nz.

3Cf., Office of the Associate Minister of Commerce (2003).

4As Liebowitz (2002) argues, apocalyptic claims by copyright owners have commonly been
made in the advent of new copying technologies, yet without industry annihilation subsequently
occurring. Nevertheless, it is also argued that aspects of digital technology, particularly recent
forms of online file-sharing, make organized, large-scale unauthorized copying a potentially serious
threat to owners. This is in spite of various market mechanisms available to contain piracy,
including the indirect appropriability of returns in prices of original delivery goods that would be
considerably lower in the absence of piracy. For a related view that pours empirical cold water on
supporters of the general irrelevance of copyright law in this context, see Klein et al. (2002).
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additional copying by users in these circumstances also raises potential liability, as
does transient copying where temporary or incidental copies are made on an ISP’s
servers so as to permit the construction of websites and transmission of material
therefrom.

After considering the DP submissions, the Ministry’s PP noted that while there
appeared to be general agreement that ISPs should be liable for infringement result-
ing from their own direct action as currently provided, where services are provided
to third parties, exemption from liability was arguably warranted in respect of tran-
sient copying automatically undertaken as part of a technical process, and caching
(transient or otherwise), the latter in order to provide more rapid services. The
Ministry also preferred ISPs not to be liable merely because they possessed facilities
that technically permitted infringements, and neither would such possession imply
authorization of infringement.

Secondary infringement on the other hand essentially involves ISPs providing the
means for infringing activities by their customers, and the Act currently requires
either actual or constructive knowledge of the nature of users’ infringing activities.
Under current legislation, ISPs would not appear to be engaged in such infringement
by the mere provision of their services.® The Ministry appeared impressed with the
large number of submissions emphasizing the burdensome, possibly prohibitive,
cost of ISPs monitoring material either stored or passing through their systems,
and recommended limitation of ISP liability along the lines of regulation 19 of the
UK Electronic Commerce (EC Directive) Regulations 2002, exempting ISP liability
where infringing information is stored on behalf of a third party subscriber and
where the ISP does not authorize the infringement, or where the ISP is unaware
either of the infringement or facts making infringement obvious, or, given knowledge
of infringement, acts “expeditiously” to remove or disable access to the material.

3. THE DI1SCUSSION PAPER SUBMISSIONS

The 74 DP submissions (along with the 56 PP submissions which the Ministry
claimed to largely support its policy proposals) were potentially important inputs
into the formation of policy regarding amendment of the Act as it applies to digital
technology.® Not surprisingly, owners and users typically argued that the advent of
digital technology had swung the balance in favour of the other. As a consequence,
submissions differed sharply as to what policy objectives should be specified in the
digital environment, and what appropriate amendments would entail.

5Section 36, however, applies to the possession or dealing with an infringing copy of a work. A
person infringes copyright where an infringing copy is either possessed or offered for hire or sale
in the course of business, and where that person knows or has reason to believe that the copy
infringes copyright. This section may apply to an ISP where a temporary copy is possessed; in
such a case the act of making the copy would likely be a primary infringement. There is, however,
an argument that there would be an implied licence to make the temporary copy. Liability would
arguably arise where an infringing copy is made available on the Internet and the ISP subsequently
makes a temporary copy; here, the ISP would possess an infringing copy in the course of business,
and an implied licence would not arise.

6Some 33 DP submissions were received from copyright owner/creator groups, including four
submissions from Crown entities operating in the film, broadcasting and publishing sectors.
Thirty-four submissions were received from individual users of copyright works or user groups,
including academics and researchers with a substantial input from libraries and educational insti-
tutions. The remaining submissions came from legal and IT professionals, along with one foreign
government agency, and which could not easily be assigned.
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3.1. Third Party Liability for Internet Service Providers? The DP posed
the questions of whether, and in what circumstances, ISPs and related providers
should face liability for Internet-related secondary copyright infringement.” Three
approaches were identified; viz, zero liability, strict liability, or some form of limited
liability for a subset of possibly infringing activities of ISPs’ subscribers.

Some 38 DP respondents addressed the specific issue of ISP secondary liability,
18 percent of whom essentially argued in favour of zero liability, while the remainder
argued for exemptions in particular circumstances. Those favouring zero liability
commonly argued that users rather than ISPs are infringers, that enforcement of
liability would be impracticable, and that customer liability is accepted in con-
tracts with ISPs. Even for those in favour of limited ISP liability, zero liability
for secondary infringement was frequently recommended where an ISP acted as a
‘mere conduit’, took reasonable precautionary measures against infringement by
subscribers, had no knowledge of the infringement, provided Internet access with-
out also hosting websites, or had no control over website content. Liability was
commonly recommended, however, where an ISP either encouraged or authorized
infringement activity, knew of an infringement but failed to take action that would
prevent infringement from persisting, or refused to obey either a request or an order
to remove infringing material.

3.1.1. Should Either Zero or Strict Secondary Liability for ISPs be Rejected? A ma-
jor supporter of zero liability was New Zealand’s market-leading ISP; viz, Telecom
New Zealand Limited (“Telecom”), which argued as follows. First, the definition of
an ISP is important, since a pure access provider has no visibility of content, similar
to a telecommunications operator. Access providers make no direct financial gain
resulting from copyright work being transmitted, and have no control over such
transmissions. Zero liability should apply and the exclusion should extend to an
action (or refusal to act) regarding disconnection or taking down material allegedly
infringing copyright. Otherwise, liability is effectively a tax on the postie for de-
livering mail containing copyright-infringed material. ISPs, however, differ from
specialized access providers since they typically provide website building, mainte-
nance, and hosting, links to third party websites, and visitor rooms such as bulletin
boards and chat rooms. In Telecom’s view, ISPs do not typically provide content
of websites and lack the ability to control content. Where content is monitored, the
ability to identify copyright-protected material and any subsequent infringement is
limited. In Telecom’s view, the copyright owner, not the ISP, is best placed for
identifying infringement. Thus, ISPs should not face liability for content posted by
third parties, even if notified that copyright material is posted. Copyright owners
have legal remedies against infringers, and ISPs do not generally have the capability
to detect infringement.’

"There were 48 ISPs listed in the New Zealand Internet Service Provider Directory as of March
2004, and it is unclear as to how many “related providers” are also planned to be captured under
the proposed amendments to the Act.

8Persons using ISP services for infringing activities were always seen to be separately liable;
cf., DP, p. 45, clause 151. They may, however, be judgment-proof, in which case the sole use of
primary liability fails to prevent infringement, a major plank in the platform of those favouring
indirect liability for ISPs.

90pponents of ISP indirect liability might also have suggested that were such liability to
be imposed, it would be preferable to pick on a different “gatekeeper” such as manufacturers
of modems or even personal computers. As Hamdami (2003) argues, however, while infringing
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Many of these arguments also received support in other submissions, including
those which support liability for ISPs that continue to host websites containing
known infringing material. Against these arguments, however, it is evident that
ISPs could choose to view the contents of their servers and determine the extent of
copyright infringement (or the likelihood thereof), but will have no incentive to do
so under a zero liability rule.'® Further, given that an ISP may have no incentive
to view the webpage contents of its subscribers, it will not invest in technologies
permitting least-cost monitoring.

In a recent comprehensive evaluation of ISP liability rules (which will be fol-
lowed closely here), Hamdami (2002) suggests that a consensus has emerged; viz,
that in appropriate circumstances, ISPs should be held legally liable for their users’
wrongdoings. The major attraction of web-hosting ISPs for secondary infringement
liability arises because the main form of Internet access is via ISP gatekeepers,
who, unlike their subscribers, are readily identifiable, relatively easily exposed to
sanction, and relatively low-risk in terms of being judgment-proof. In the DP sub-
mission by Thomborson, it was argued that illicit distributions will be advertised
extensively through the Internet via search engines and as such will be easily dis-
coverable by the copyright owner if the distribution websites persist for significant
periods of time. If they do not, the damage is likely to be small.'® It is detection
beyond the ISP, however, that is the problem for supporters of zero liability and
which raises the prima facie appeal of strict ISP liability. In the New Zealand case,
however, no DP respondent favoured strict liability for ISPs, which, for example,
was viewed as “very unfair” and would “make them liable for contravening acts
that they are unable to control,”!? or would increase Internet access prices (either
via the internalization of expected liability payments or monitoring costs incurred
to avoid such payments) and thereby undesirably affect access to information.!?

In Hamdami’s view, strict liability is often preferred as an efficiency-enhancing
rule because it supposedly aligns an ISP’s private interest with the social interest, in
which case the ISP will supposedly undertake the optimal level of its activity but

activity can easily be contained by refusing, say, to sell computers to wrongdoers, the identification
of wrongdoers at the time of purchase appears prohibitively costly and the ability to monitor their
subsequent use is negligible. Thus, the technical ability to prevent infringement by the exercise
of a veto power is not a sufficient condition for imposition of liability; instead, Hamdami argues
that the cost of information acquisition about subscriber conduct must also be relatively low.

100n the contrary; if it is unprofitable for copyright owners to pursue infringers, the value of
ISP webhosting will be greater in the short run, although in the long run, the supply of copyright
material will be adversely affected by piracy.

11Cf., Clark Thomborson, DP Submission, p. 3. Thus, anyone trading copyright-protected
material is “publicizing their infringement to the world”, yet detection does not involve a “rocket-
science net-sniffer” to detect infringement, and “only minimal competence in network technology
is required to locate the infringing distribution at least to the level of the ISP if not the end-user”
(pp. 4-5).

12Cf., Sky Network Television Limited.

13Cf., Newspaper Publishers Association, New Zealand Law Society. In this context, Landes
and Lichtman (2003) argue that it may be efficient to impose indirect liability on ISPs even
when they find it prohibitively costly to distinguish legal from illegal copyright activity because
the ISP would increase its price to cover expected damages. Although liability would act like
a tax that would reduce welfare by discouraging legal (as well as illegal) uses, in some cases a
welfare gain might occur; viz, where illegal activity dominates illegal activity, or where harms and
benefits are similar but illegal activity is relatively price-sensitive, or where the improved copyright
incentives exceed the harms arising from the reduction in legitimate use. These results, however,
are predicated on infringers largely switching to legal activity in response to higher access prices.
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not undertake excessive liability avoidance costs since this would involve under-
compensating savings in expected liability payments (Landes and Posner, 1987,
Shavell, 1980).'* With optimal effort directed at reducing harms resulting from
copyright infingement, the cost of this effort will be internalized in socially optimal
competitive prices for ISP services. The attraction of strict liability in making ISPs
liable for the harm that they ‘cause’ is that the relative anonymity of Internet users
makes detection of copyright law violation very costly, particularly if ISPs are not
cooperative in enforcement. The expansion of liability to third parties is then seen
as necessary to cope with under-deterrence, in which case the arguments in favour
of zero ISP secondary liability fail at this point. Efficiency, however, requires that
liability imposition should be directed at the least-cost preventer of misconduct,
and Hamdami argues that there seems to be fairly general acceptance that ISPs
satisfy this criterion.

Further, under strict liability, ISPs would be in the best informational position to
compute optimal prevention levels, and other parties need not acquire this informa-
tion. Courts would only be required to verify harms resulting from user misconduct.
Strict liability also offers a simple and clear legal rule, favoured by a number of DP
respondents.'®

Nevertheless, Hamdami suggests that many commentators reject strict liability
for ISPs, since user demand for Internet services is for both legitimate and ille-
gitimate uses. ISPs may be unable to distinguish these alternative uses without
very costly monitoring information disseminated through their networks, and may
also inadvertently remove legitimate material or block access thereto, denying their
subscribers some of their potential profits and end-users some of their potential
surplus.’® In this context, four DP respondents specifically raised the issue of ISP
monitoring costs in recommending an exemption from liability when ISPs take rea-
sonable steps to prevent infringement, e.g., by taking cost-justifiable steps to control
subscriber webpage content.!”

In any event, Hamdami argues that there are stronger arguments against strict
liability, illustrating the case where ‘users’ are web-hosters that are charged on the

14Negligence is dispreferred on the standard grounds that excessive activity levels will be
generated; thus, by taking due care, an ISP will never be found negligent, yet social costs will
typically be increasing in activity levels as well as decreasing in terms of care levels. Generally,
it is argued that courts cannot condition negligence rules on optimal activity levels because of
information held privately by wrongdoers, but strict liability is not subject to this problem and
wrongdoers can use their private information to optimize their activity levels at the socially optimal
levels. More generally, strict liability imposes light informational burdens on courts since only
cause and the level of harm suffered by owners needs to be determined.

15These included, for example, Microsoft New Zealand Limited, Information Technology New
Zealand, and Consumers Institute.

16 Against this, however, it is well-known that strict liability provides uninformed defendants
with optimal incentives to acquire information (Shavell, 1992). Defendants will either acquire
optimal quantities of information or, if these acquisition costs are prohibitive, will accept liability
and shift the expected liability costs to users. Unfortunately, users are likely to be heterogeneous
and the scope of their illegitimate activities will differ, but they may be pooled in facing the
same service cost unless self-selection contracts can be devised. Even when the latter exist, such
contracts typically ration the extent of access for relatively low-risk types in order to marginally
deter high-risk types from choosing a low-access price contract among those on offer, reducing
welfare below that attainable in a world where both ISPs and users possess identical information
as to user types.

17See the DP submissions of the New Zealand Rugby Football Union Inc., Lincoln University,
Sky Network Television Limited, and New Zealand Law Society.
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basis of physical space provided and the volume of traffic generated. While ISPs
are technically capable of preventing infringement by removing infringing items at
negligible cost, the cost of detecting an infringing item among the vast quantity
of total items stored on the host’s servers is much greater. ISPs will then adopt
excessively strict monitoring policies and remove an excessive quantity of legal
material. They do not capture the full value of the conduct they are policing,
and would assign disproportionate weight to liability risk while ignoring losses to
subscribers and end-users. The assumption that wrongdoers capture the full value
of the benefits of their actions is inappropriate in the presence of third party liability,
and private and social incentives are no longer aligned. As a consequence, Hamdami
rejects strict secondary ISP liability as the means of regulating web-host based
copyright infringement on the Internet.

3.1.2. The Role of Regulation. As an alternative to either strict or zero liability, the
regulatory approach places categorical limitations on the level of third-party liabil-
ity. In essence, this is the general approach supported by the significant majority
of DP respondents and adopted by the Ministry. Hamdami, however, argues that
it adopts a uniform view of overdeterrence under which all instances of third-party
liability receive identical treatment. Taking a principal-agent approach to the issue,
removal of the divergence of incentives between principals and agents requires the
alignment of residual rewards with residual control.

In this context, a number of DP respondents either objected to, or at least
raised doubts about, the application of liability where ISPs act as ‘mere conduits’,
transmitting material without selecting or modifying content, or engage in caching
or hosting.'® ISPs, however, possess ultimate control in a veto sense, by refusing
to negotiate proposed contracts, canceling existing contracts without penalty if a
contract is for an illegitimate purpose, blocking access to websites, or removing
website material in whole or in part. Since ISPs possess residual control of the
contents of their servers, residual rewards should be vested with them, with the
implication that users need invest nothing in determining what is an ISP’s optimal
choice of monitoring technology since the ISP will have the correct incentives to
choose socially cost-minimizing technologies. ISPs would effectively buy the rights
to post whatever is owned by their website owners, and a merging of website owners
and ISPs would also correctly align incentives. Buying site contents, however, may
lead to many unfulfilled transactions because of uncertainty as to the existence
or magnitudes of gains from trade between the parties. Consequently, Hamdami
considers that the risk of liability is unlikely to be sufficiently powerful to induce
the parties to adopt this solution.

An alternative approach recognizes that ISP liability duplicates transactions cost.
The ISP will devote resources to checking content in order to reduce, if not eradicate,
its exposure to liability. For the ISP to face residual liability, however, the copyright
holder must also spend resources checking content in order to provide evidence to
bring suit in cases of infringement. Indirect liability then leads to the duplication of
monitoring costs, and it would arguably be more efficient if the ISP were required
to invest in the copyright itself and so to have the incentive to monitor optimally
and also to correctly bring suit against infringers.

18Thus, in the view of the Recording Industry Association of New Zealand Inc., in these cases
“the ISP does not select or modify the content and has no control, or possibility of control, over
such information or over the sender and receiver of the information.” DP submission, p. 13.
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At a less “radical” level, however, some form of profit-sharing between ISPs
and their subscribers is suggested by Hamdami. Since website owners would at-
tempt to gain opportunistically by concealing the number and value of transactions,
contracts must be conditioned on observable and verifiable information regarding
transactions; e.g., space and number of hits.

If excessive censoring occurs, subscribers may switch to a firm offering much less
aggressive monitoring. In the latter case, the ISP access price will increase to reflect
the extent of the higher expected liability, but this is more than compensated by
the additional net revenues obtained by the subscriber when a greater quantity of
legal material is transmitted via the website. A low-monitoring ISP must provide
a credible commitment to monitor less aggressively than its rivals, and it may
be unable to do so if subscribers find it very costly to verify monitoring activity.
Perhaps the ISP could post a bond, redeemable in the event that it was found in
breach of its contractual monitoring duties. Courts, however, may refuse to enforce
penal provisions of this nature. The ISP might also be able to establish a reputation
for lax monitoring in a market with repeated contracting, but this may be difficult
to establish and places the ISP at a greater risk of legal liability. Further, users may
self-select low-monitoring ISPs so that those with high infringement rates allocate
themselves to such firms, raising expected liability above that for users on average.
Hamdami, however, does not discuss the effect on access prices, and the price would
presumably reflect the adversely selected ‘lemon’.

Subscribers may also be unrepresentative mixtures of liability risks for ISPs that
cannot determine their risk class ez ante. Hamdami (2003) examines this issue in
the general context of “gatekeeper” liability with respect to market participation
decisions, finding familiar parameter-dependent ‘lemons’ market results whereby
markets may not form in equilibrium, or where wrongdoers drive lawful types from
the market, or where participation is unaffected by illegal activity and wrongdoers
are cross-subsidized by law-abiding citizens. Further, welfare effects depend on
the benefits of wrongdoing as well as harms generated, and general results are
not evident. The analysis, however, assumes that wrongdoers and law-abiders will
be pooled in equilibrium, which will not generally be the case if, in addition to
participation decisions, the level of user activity is endogenous. Thus, adverse
selection theory suggests that an ISP faced with different types of customers whose
risk classes (in terms of expected liability faced by ISPs) cannot be identified ex ante
would offer a menu of contracts such that access prices would be lower for relatively
low risk types but their server space would be more-heavily rationed in comparison
to relatively high risk types who would pay more per unit of server space but suffer
less quantity rationing. The high risk types would impose negative externalities on
the low risk types since contracts accepted by low risk types must not also attract
high risk types.'® These contracts, however, may be very difficult to implement
since even if subscribers could be distinguished as to risk type, the demand for
server space is very unlikely to be identical across subscribers yet is required to be
known by ISPs in order to design separating quantity-rationed contracts.?’

19Pooling (Nash) equilibria tend not to exist in models of this genre; see Rothschild and Stiglitz
(1976) for an insurance market example. Further, as is well-known, separating (Nash) equilibria
may not always exist, although either pooling or separating equilibria exist under alternative
non-myopic equilibrium concepts such as anticipatory or reactive equilibria.

20For similar reasons, Hamdami (2003) rules out implementable costly signaling by law-abiding
types that would permit their identification and result in access at lower prices than wrongdoers.
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Competition may also be inadequate to generate optimal monitoring on other
grounds, according to Hamdami. ISPs compete on a range of bundled character-
istics that might prevent separation of say, quality, bandwidth, and monitoring.
Internet access is also provided incidentally to other services (e.g., in Universities)
and service quality (monitoring included) is likely to play a small role in the choice
of institution by either faculty or students. The presence of switching costs may be
sufficient to keep subscribers with their current high-monitoring ISPs, particularly
if early entrant market-leading ISPs have engaged in strategic policies involving
switching costs.

3.1.3. The Role of Private Contracting. While the Ministry’s Discussion Paper did
not specifically raise the question of the appropriate role of contracts in attenuating
digital copyright piracy, respondents were free to raise the issue. In the event,
neither the DP nor submissions thereto had much to say about the role of private
negotiations in attenuating problems associated with strict liability.2!

Are competitive market forces likely to be sufficiently strong so as to align the
incentives of the parties involved? ISPs compete to attract subscribers by offering
them more profitable opportunities. Subscribers would not accept a less profitable
contract offering fixed fees for space provided compared to an alternative that was
no less profitable for either party, and which would induce the ISP to adopt an
efficient technology for monitoring with a different fee structure. If an ISP can
commit to optimal monitoring, the joint surplus of the parties will be maximized.
To induce an ISP not to set a fixed fee that ignores a website-owner’s lost benefits
from exclusion of valuable legal material, the owner will write a contract such that
the ISP will be compensated for the increase in expected ISP liability resulting from
the choice of socially optimal technology along with a side payment reflecting the
negotiated share of additional subscriber benefits obtained by the adoption of this
technology.

Hamdami, however, rejects the generality of this argument on the grounds that
transactions costs of different types might prevent the parties from negotiating
efficient outcomes and thereby eliminating the risk of overzealous censorship. A
number of examples are provided. First, the terms for the removal of specific
infringing items could be negotiated. But if an ISP blocks access to a suspicious
site, all end-users who rely on the ISP to provide them access are denied the ability
to view the material. The collective gains to these users might outweigh ISP liability
but the transaction costs for any user (or organized group of users) might exceed the
individual benefits obtained. Among respondents, the submission of IBM NZ Ltd.
addressed this issue, but argued instead that ISPs should not be liable for removal
or restriction of access to potentially infringing material on request. Recognizing
that in the absence of liability to compensate subscribers harmed thereby, ISPs
will typically respond positively to such requests and hence copyright owners who
deliberately misrepresent the facts should be liable for damages to users. This

21Two DP respondents favoured zero liability for ISPs on the grounds that contracts be-
tween ISPs and subscribers frequently shift liability for copyright infringement from ISPs on to
subscribers; cf., D.J. Harvey (emphasizing liability assignment as a contractual matter), and Na-
tional Library (emphasizing that ISPs would inform users of their statutory obligations regarding
copyright infringement). The New Zealand Computer Society Inc. argued that ISPs should not
be prevented from setting contractual terms and conditions providing them with rights to control
content, but these rights should not extend to blocking transmissions. Courts, however, were seen
as requiring the power to order ISPs to remove stored illegal material.
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argument, however, does not address the issue of which agent is the least-cost
identifier of infringing material. Many copyright owners may find it prohibitively
costly to identify the multitude of sources of infringement and hence request few,
if any, ISPs to block access or remove material. In these circumstances, under-
deterrence is likely to occur.

Secondly, a web-hosting contract might specify the technology to be adopted by
the ISP for monitoring purposes, along with the conditions under which an item can
be removed. But this involves bait and switch, and the ISP has a strong incentive
to renege on its contractual promises if users cannot verify to a third party that
the ISP is failing to perform its obligations. Observing and verifying monitoring
policy is costly for subscribers, and end-users cannot easily make reliable inferences
from their available information. The removal of a particular infringing item is not
a reliable signal that all infringing items have been removed. Hence, end-users may
be unaware of the extent of blocking by an ISP.

Finally, Hamdami claims that the legal system itself might impose obstacles to
private contracting. A commitment to limit monitoring would undermine an ISP’s
decision in future litigation over any failure to remove offending material. If the
standard is an ‘all possible’ (or even ‘all practicable’) steps to prevent misconduct
rule, it would be hard to argue in court in the face of contracts where ISPs explicitly
agree not to monitor with excessive ferocity. Further, the legal system may impose
constraints on the ability of subscribers to sue ISPs for damages associated with
removing their materials from the Internet.

4. THE DESIGN OF COPYRIGHT LAW REFORM

The above considerations lead Hamdami to suggest that no single rule should
cover all cases of third-party liability, and he offers three distinct strategies for im-
plementing the “incentive-divergence thesis”. Liability rules are tailored to specific
situations, similar to the standard arguments in favour of tailoring rules in (primary)
tort liability.2? This contrasts markedly both with the general nature of both the
DP and PP Paper submissions and also the liability rules subsequently adopted by
the Ministry. It is argued that efficient law will take different severities of overdeter-
rence into account. The strategies suggested involve (i) strict liability with suitable
adjustments in penalty levels, (ii) having the state determine appropriate ISP mon-
itoring levels either via a monitoring-regulation regime or via a negligence-based
regime, and (iii) regulating the contractual arrangement to overcome divergence of
incentives.?? These are considered in turn.

4.1. Adjusting Penalties. Although DP respondents were free to raise the is-
sue of appropriate penalty levels under the current Act or proposed amendments
thereto, few chose to do so. Absent overdeterrence, however, optimal expected
penalties should equal social harm, and when apprehension probabilities are less
than one, punitive damages should adjust so as to maintain the equality between
expected damages and losses to copyright owners. It was argued in the DP submis-
sion of Microsoft New Zealand Limited (“Microsoft”) that penalties in New Zealand
are insufficient to deter digital copyright piracy and that effective enforcement was

22Gee, for example Shavell (1987).

23The emphasis is on third-party liability when full technical control is available. An issue is
whether there are incentives to develop ISP formats where such control is absent or only partial,
and where users may circumvent control, perhaps under contracts with ISPs.
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a critical aspect of copyright law reform. Not surprisingly, this submission focused
on computer software piracy in its various forms.2* Overdeterrence is not discussed
in the Microsoft submission, but seems likely to be of significance for software only
for the case of Internet piracy. Given that underdeterrence was the major focus,
Microsoft recommended a substantial increase in the level of criminal enforcement
since in their experience, civil action is insufficient. The high cost of bringing ac-
tions was seen to be a disincentive for many copyright owners to bring suit, while
procedures were argued to be inadequate either to apprehend offenders or to se-
cure effective remedies. Court orders were flouted, companies liquidated to become
judgment-proof, and damages were arguably undercompensatory.

To date, no civil suits under s 36 of the Act have been brought in New Zealand,?®
and the rare cases of criminal actions, which focus on technical procedural matters
concerning evidence acquisition, tend to be based on s266A or 266B of the Crimes
Act 1961 rather than s 131 of the Copyright Act.?6 Criminal actions can be brought
by police or private prosecution, with higher penalties than for their civil counter-
parts (including imprisonment up to 10 years), but require proof of intent to de-
fraud, and consequently do not apply to most instances of copyright infringement.
The apparent reluctance of the police to prosecute for copyright infringement was
possibly a “hangover from initial judicial resistance” that infringement is properly
a crime rather than an invasion of a private property right.2” As a consequence,
Microsoft recommended the introduction of sentencing guidelines to ensure impo-
sition of higher penalties for software theft, along with a statutory damages regime
similar to that adopted by the US and Canada, an example being s504 of Title 17
of the United States Civil Code, whereby a copyright owner may elect trying to
prove damages or ask the court to award statutory damages.?

Although heavy costs of litigation and inadequacy of awards of damages may
deter copyright owners from pursuing pirates via the courts (and little is known
about settlements in this regard), it must also be noted that an inability to estab-
lish significant harm is an important deterrent to litigation, as it should be.?? In
the event, the Ministry made no recommendations concerning the levels of penalties

24 Number One Software v Dr Floppy Ltd, unreported, High Court Auckland, 24 April 1989,
CP748/89 is a rare New Zealand case brought for counterfeiting software, where injunctive relief
was awarded to the plaintiff as exclusive licensee of a major word-processor program.

25 Although Telecom’s DP submission argued (p. 12) that it was “only a matter of time”.

265ee, for example, R v Mikhail (1999) District Court Reports (NZ) CR 331, and Power Beat
International Limited v Attorney-General (2000) 2 New Zealand Law Reports 288. In a rare case
brought under s 131 in 1995, an Auckland counterfeit software dealer was convicted and fined NZ
$18,000. The illicit software, however, was valued at $1.28 millions. See AJ Park & Son (1998,
paragraph H. 27) for discussion.

27Cf., Microsoft, DP Submission (p. 17).

28Those found guilty of an offence under s131(5) continue to be liable for fines up to $150,000
but the maximum term of imprisonment has recently been raised from 3 months to 5 years. For
statutory damages in the US, a range of US $750-30,000 (approximately NZ $1,150-45,000) cover-
ing all infringements in respect of a single copyrighted work applies, and for willful infringement,
up to US $150,000, applies. Pending legislation to amend s 504(b) of Title 17 provides that for
certain digital-based infringing copyright material distributed through networks that is known,
or should have been known, to be commercially distributed, the presumed minimum fine per
infringement will be at least US $2,500.

29Thus, in the celebrated Napster case, Liebowitz (2002) argued that evidence of past harms
to the compact disk industry was not well-established, but reasoned that future harms may well
be considerable. In later work, (Liebowitz, 2003) found that significant, if non-fatal, injuries had
indeed occurred.
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in New Zealand, and did not propose the introduction of statutory awards. If ex-
pected penalties were set appropriately in the absence of overdeterrence, however,
it is arguable that penalties should be reduced below the levels of harms suffered
in the presence of overdeterrence (Polinsky and Shavell, 1979). The notion is to
maintain the informational advantages of strict liability while eliminating the risk of
overdeterrence. Hamdami, however, considers that this approach would only gen-
erate optimal deterrence in highly limited circumstances, involving profit-sharing
contracts between web-hosting ISPs and their subscribers.

The argument is that if ISPs charge fixed fees and so derive zero marginal benefit
from an increase in the number of items posted by a subscriber, overdeterrence will
continue as long as penalties imposed on the ISP are positive. Removing items is
costless whereas expected liability costs are positive. Unless they drive subscribers
into the arms of rival ISPs, nothing is lost from removing items if liability falls
as a consequence. Fach additional posted item suspected of being infringing in-
creases exposure to liability. As Hamdami argues, however, scaling down penalties
will not do the trick unless removal costs are positive. If the ISP acquires a share
of the benefit generated by a hosted website, then, for any given share, penalties
can be scaled-down appropriately to induce optimal monitoring. The incidence of
benefit-sharing appears to be rare, including in New Zealand, presumably because
subscriber benefits generated by most hosted websites are not verifiable and con-
tracts cannot be conditioned on this information.?® For this reason, and because
courts would be faced with the difficult task of verifying the socially optimal level
of monitoring in order to calculate the required reductions in the penalty rates, it
is unsurprising that the Ministry has not pursued this option for legal reform.

4.2. State-determined ISP Monitoring Levels. A different approach suggested
by Hamdami would grant the state power to specify the required level of ISP mon-
itoring in one of two ways. First, lawmakers rather than ISPs might be assigned
the task of setting the optimal level of monitoring, and liability for ISP misconduct
would occur only when the ISP fails to meet the regulatory standard. Overdeter-
rence is eliminated by making the divergence of incentives between ISPs and their
subscribers irrelevant for ISPs’ decisions to monitor. ISPs would compare the cost
of compliance with the expected liability of failing to comply, and there would be no
incentive to monitor beyond the minimum level specified in the regulations. This
approach is information-intensive for lawmakers since it not only requires estima-
tion of the social harm of user misconduct but also the actual cost of monitoring,
its effectiveness as a deterrent to misconduct, and its effect on legitimate conduct.

Alternatively, a negligence-based standard could be adopted, whereby the op-
timal level of monitoring would be determined by the courts, so that ISPs would
only be liable if they fail to meet this standard. If courts succeed in determining
the optimal level of monitoring, ISPs will not monitor excessively since there is no
payoff at the margin for so doing. There may also be good reasons to combine an
ex post negligence rule with ex ante regulatory standards in the likely event that
poorly-informed courts make errors in their estimate of the socially optimal level
of monitoring.3' Ex ante liability would hold ISPs liable for deficient monitoring

30A counterexample provided by Hamdami is auction sites, where fees tend to vary according
to the sale prices of items sold through the site. Notably, auction outcomes can be monitored
almost costlessly by ISPs, unlike transactions arising more generally from hosting websites.

310f., Kolstad et al. (1990). This analysis has been applied in the New Zealand context to
explaining the role of safety standards in complementing a version of the negligence rule in the
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effort even where it is not established that any harm has been suffered as a result of
copyright infringement. The standards send a signal to ISPs of the courts’ ‘bottom-
line’ permitted level of monitoring, and hence reduce any dilution of incentives to
take care due to uncertainty associated with ex post liability rules. If uncertainty is
considerable, ISPs will find that increasing monitoring effort will have little impact
on savings in expected liability payments, and will tend to monitor at too low a
level. The function of the standard is to induce ISPs that engage in too little mon-
itoring to revise upwards their perceptions of the strictest legal standard of care.
The defect of this approach, however, is that if overdeterrence occurs under the ex
post negligence rule, the overdeterrence problem will be exacerbated.

In the New Zealand context, the DP did not explicitly seek submissions on the
issue of monitoring duties. Several respondents, however, raised concerns about
any such requirements.?? In some cases, this was due to a belief that monitoring
was impossible. For others, it was “impractical”, partly because of the scope of the
problem in terms of data volumes, and because of privacy issues. However, concern
was also expressed about the imposition of additional costs on ISPs and users.
Imposing monitoring duties that necessarily removed all infringing items without
inadvertently removing any non-infringing material, however, is certainly likely to
be non-optimal.?? Lesser duties, however, could clearly be imposed, and two DP
respondents recommended that ISPs make positive efforts to regulate content as a
necessary condition for exemption from liability.3*

In Hamdami’s view, supporters of voluntary ISP monitoring implicitly accept the
view that copyright holders are in the best position to detect online infringement,
in which case it might be desirable to place the burden of detection on them. The
imposition of strict liability on ISPs would leave copyright owners with no incentives
to assist in acquiring infringement information. A number of DP submissions,
however, instead expressed concern with zero ISP liability on the grounds that it
also fails to facilitate cooperation between copyright owners and ISPs, but here the
problem is that ISPs have no incentive to monitor for subscriber infringement.3°

Of course, concerns about the adverse incentive effects of either zero or strict
liability regarding negotiations between copyright owners and ISPs in respect of
infringement detection fly in the face of the Coase Theorem. Presuming rights are
well-defined in favour of copyright owners, the liability rule should be immaterial

context of New Zealand’s Health and Safety in Employment Act 1992; see Gordon and Woodfield
(2001).

32Gee, for example, A.H. Higgins, Electronic Frontier Foundation, Ken Moon & AJ Park, and
New Zealand Law Society.

33Microsoft also argued against costly monitoring being imposed on ISPs, considering that if
a notice is received that infringing material resides on an ISP’s network, out it must go, and fast.
The issue of removal of legitimate material, however, was not raised.

34The New Zealand Rugby Football Union recommended imposing liability if an ISP did not
make “reasonable effort” to regulate content, while Sky Network Television Limited supported
liability where an ISP makes “no effort” to regulate content. Taken literally, the latter would have
ISPs avoiding liability with minimum feasible effort. The respondent provided examples of effort
in terms of either a statement of policy regarding copyright infringement, or scanning material for
potential infringement, the latter appearing to be a much more costly exercise. If the “reasonable
effort” requirement is interpreted as equalization of the marginal benefits (in terms of expected
liability payments) and marginal cost of monitoring, strict liability will generate overdeterrence,
and the requirement will need to account for this when it is implemented if an efficient outcome
is to be achieved.

35Cf., IBM NZ Ltd, Association of Consulting Engineers, and Microsoft.
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according to this view. Under strict liability, ISPs will wish to minimize the costs of
adopting monitoring technology and will purchase copyright-owner support if own-
ers are least-cost detectors. Under zero liability, if owners are least-cost detectors,
owners will purchase ISP support in tracking down Internet pirates. Contractual
arrangements of this form, however, are likely to stumble for a number of reasons
(De Meza 1998), including conflict of interest situations for ISPs who possess service
supply contracts with their subscribers, many of whom may be Internet copyright
pirates. Nevertheless, ISP contracts with subscribers can specify terms and condi-
tions for service provision that are contingent upon subscribers posting legitimate
information, and can make known to subscribers side agreements with copyright
owners regarding infringement detection procedures. Where bargaining fails, how-
ever, the choice of liability rule is crucial, and a single rule is unlikely to be optimal
in all circumstances.

In the event, no monitoring provisions were included in the Ministry’s proposed
amendments to the Act. It appears that the majority view may have swayed the
day on this issue, and, if so, raises the important matter of appropriate incentives
for R&D in the monitoring technology industry itself. It is inappropriate to take the
cost structure of existing monitoring technologies as immutable, since investment
in new monitoring technologies will not be independent of the extent of copyright
protection or the nature of the secondary liability rule. If, as is widely argued,
copyright protection under existing legislation has been seriously eroded by the
advent of digital technology, ISPs will have felt relatively immune from liability
and so have little reason to invest in monitoring technology. Knowing this, the best
response for manufacturers of such technologies is not to invest in cost-reducing
technologies which would only be profitable if it were cost-minimizing for ISPs to
adopt them under the liability rules ultimately adopted across most jurisdictions.
As a small country without a developed industry producing monitoring technologies,
however, the secondary liability rule adopted by New Zealand will have negligible
effect on these investment decisions. In this case, it may be optimal to follow an
international standard even if the latter has limited merit.

If a general rule of ISP monitoring is sought, however, it could be specified in a
general form, much as is the reasonable care standard of the negligence rule in tort.
And while verification costs may be high in respect of determining whether an ISP is
in compliance with socially optimal monitoring, enforcement costs could be reduced
by engaging in random monitoring with penalties increasing sharply in terms of the
deviation from the regulator’s estimate of the socially optimal monitoring level.

4.3. Knowledge-Contingent Standards and Contractual Arrangements.
Of the DP submissions that included a discussion of ISP secondary liability, three-
quarters favoured liability where a knowledge-contingent standard had not been
met. Knowledge-contingent standards have been advanced as responses to over-
deterrence in ISP monitoring (Yen, 2000), where liability is imposed on ISPs only if
they fail to remove or block access to material known to them to be illegal. Notably,
three-quarters of those respondents supporting ISP liability required that ISPs be
notified of infringement by copyright owners. Others may have assumed that ISP
knowledge would be acquired only in this manner, but some respondents clearly
distinguished knowledge attained by notification from other means. Further, 64
percent of respondents supporting liability favoured harmonization of liability rules
with new international standards.



INDIRECT LIABILITY IN NEW ZEALAND 133

It was less clear as to which existing standard ought to be adopted, although
the greatest support was for the Digital Millenium Copyright Act 1998 (“DMCA”)
adopted by the US. Also supported were standards adopted in the European Union
(“EU”), Australia, Canada, and Japan.®¢ In the event, the Ministry proposed adop-
tion of regulation 19 of the UK Electronic Commerce (EC Directive) Regulations
2002 for secondary liability.

By way of comparison, s 512 of the DMCA provides various limitations on li-
ability related to online material, and creates affirmative defenses in the form of
‘safe harbors’ for providers that might have been found liable under traditional
principles of copyright law, New Zealand’s Copyright Act included. Whether a
harbor is safe or not depends on the service provided; in what follows, the focus
is on ISP information storage by way of web-hosting. The DMCA also contains
detailed prescriptive notice and take down provisions but the EU (including the
UK regulations) has not followed suit. Nevertheless, ISPs in the EU are required
to act promptly to remove infringing material once known. Both the DMCA and
UK regulations preclude liability if ISPs have no actual knowledge of subscriber
infringement.?” Overdeterrence no longer occurs because ISPs will not face liabil-
ity unless they possess knowledge of infringement. Clearly, they have no incentive
to invest in such knowledge since they can only be penalized for its acquisition.
At best, ISPs will act to remove infringing material when it is brought to their
attention, which raises the problem of whether to remove material merely claimed
to be infringing since a rival could falsely claim that an item is infringing hoping
that the ISP will remove it.

Although ISPs have incentives to maintain their ignorance of unlawful postings,
Hamdami suggests that adopting an actual knowledge framework in conjunction
with monitoring-regulation standards could create an optimal regime of ISP liabil-
ity. The idea is that if an ISP meets the monitoring standard and removes any
infringing material known to be infringing, optimal deterrence is assured. It is
evident that New Zealand does not plan to follow this particular path, perhaps re-
flecting a general (if weakening) move towards light-handed regulation, motivated
by a recognition of the informational constraints facing regulators in setting optimal
standards along with an unwillingness to explore the prospects for the adoption of
incentive-compatible revelation mechanisms.

4.3.1. Contracting Costs and Monitoring Policies. The DMCA adopts several mea-
sures affecting contracting costs over monitoring policies between service providers
and subscribers. First, this legislation provides immunity from liability for web-
hosting ISPs choosing to remove material from the Internet. Hamdami notes that
this encourages ISPs to inefficiently disregard the costs associated with screening
policies and their removal decisions, and potentially impedes attempts to negotiate
over monitoring policies. The current New Zealand Act makes no provision for ex-
emptions from liability on these grounds, and the Ministry’s proposed amendments

36 A number of submissions supported more than one standard, suggesting that either they
were ignorant of the differences among the standards, or considered the differences immaterial.

37Some overdeterrence might persist if courts err in inferring knowledge, or if ISPs are exces-
sively cautious in removing materials because they cannot determine their legality with certainty
(or at least not at reasonable cost). For example, the New Zealand Law Society believed that
most take down notices will simply be followed automatically. Residual overdeterrence, however,
is argued by Hamdami to be less than under strict liability.



134 ALAN E. WOODFIELD

contain no plans for immunity from liability for the erroneous removal of legitimate
material.

Absent such immunity, however, several DP respondents expressed concern at
this aspect of the US take-down provisions. For example, one respondent suggested
that ISPs should not necessarily be subject to such provisions, recognizing that sus-
picious material need not be illegal since permission to distribute copyright material
may have been given to a subscriber but which is unknown by the ISP, copyright
protection on some items may have expired, or a permitted use under Part III of
the Act may be involved.3®

Concern was also expressed at the prospect of liability for removing legitimate
material in response to false (perhaps deliberately false) allegations of infringe-
ment.?? The DMCA deals with this perverse incentive in two ways. First, liability
is imposed on copyright owners making false allegations, and, in New Zealand, s130
of the Act currently contains similar provisions. If effective, these provisions should
deter false allegations of infringement, and, in this knowledge, an ISP notified of
infringing material would be most unlikely to escape liability if a take down notice
were ignored. Against this, however, the DP submission of David McNabb empha-
sized that copyright complainants typically escape liability by declaring the truth
of their complaint “to the best of their knowledge”. The waters are likely to remain
muddy from this perspective.

Secondly, a necessary condition for immunity under the DMCA is that the ISP
must immediately notify the subscriber and offer the opportunity to respond and
perhaps dispute the decision. The UK regulations, however, contain no similar
provision. The general DMCA approach is consistent with another legal strat-
egy suggested by Hamdami; viz, to check overdeterrence via direct regulation of
the contractual relationship between ISPs and their subscribers. The idea is that
the imposition of uniform measures will reduce transaction costs over monitoring
policy and facilitate negotiation, and so avoiding a great deal of duplication in de-
termining whether end-users have continuous access to their desired sites. Not all
potential sites are valuable to end-users, and the ISP is the least-cost discloser of
their available sites. Hamdami also argues that ISPs might also adopt less aggres-
sive policies if it were immediately known that material was being removed, while
immediate notification would facilitate ex post negotiation between the parties over
the fate of particular items. Once notified, a subscriber believing an item to be
legal could make representations to an ISP on the matter. Notification of an in-
tention to remove material unless the ISP was satisfied that the material was legal
or that compensation for liability would occur would also facilitate ISP-subscriber
bargaining.

In this context, the PP noted that several respondents suggested that the ISP
should be required to inform a subscriber that a copyright owner has served a notice
requesting removal or blocking of allegedly infringing information, and that the ISP

38(Cf., Richard Mansfield.

39Gee, for example, IBM NZ Ltd., Richard Mansfield; also David McNabb who recom-
mended absence of ISP liability unless a number of stringent conditions were satisfied, including
ISP /subscriber knowledge of infringement and the requirement that the ISP is capable of monitor-
ing and blocking infringing traffic without also disrupting legitimate traffic. This, however, raises
the issue of endogenity of choice of monitoring technologies. In order to avoid liability, ISPs may
choose technologies that are incapable of generating negative externalities, particularly if they are
less costly.
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intends to comply. The Ministry supported this position in its proposals. If the ISP
is immune from liability by complying, however, any effort to determine whether the
complaint is valid has little payoff, and there is likely to be excessive taking-down.
Subscribers then have to raise their objections with copyright owners, but this
may be reasonable in many circumstances, and it is surely more difficult to falsely
argue that a person believed they had ownership rights compared to a subscriber’s
false claimed belief that they were posting legitimate material. Pre-notification of
subscribers, however, is only in response to a notice served on the ISP, and hence is
not applicable to situations where the ISP intends to remove or block material as
a consequence of monitoring activity that is potentially subject to error. Not only
are specific ISP monitoring duties absent from the Ministry’s proposals, neither
are any incentives for ISP monitoring directly created. Nevertheless, copyright
owners need not be the least-cost detectors of infringement in all circumstances.
Hamdami, for instance, points to the desirability of affirmative monitoring duties
for ISPs concerning unlawful conduct such as online child pornography, for which
ISPs are likely to be in the best position to detect wrongdoing.

In the DP submission of the Electronic Frontier Foundation, it was argued that
it is unclear whether an ISP is required to implement DMCA-type counter-notice
procedures or whether it can avoid liability via a contractual waiver of liability.
The view was expressed that most ISPs in the US include provisions in contracts
that render counter-notices provisions of the DMCA safe harbors optional, at best.
Further, if counter-notification procedures increased ISP costs, waivers rather than
counter-notices may be preferred by ISPs, and the provisions would then constitute
empty promises. The Foundation concluded by suggesting that ISP attempts to
waive liability should be thwarted.

This view does not seem to appreciate that contract terms will internalize waivers,
and that liability waiver may be efficient in many cases. Subscribers may find it
more profitable to negotiate contracts offering them lower-priced server space even
if they lose some custom resulting from take down notices that are followed but not
advised to subscribers. For example, suppose that a given subscriber and its ISP
both know that the ISP can detect at low cost whether an infringement allegation
is true for this particular subscriber. If the ISP charges a uniform price for server
space, the subscriber will be inefficiently pooled with others for whom the cost of
detection is much greater. By choosing a different mixture of price and information
access, the subscriber can be efficiently separated. While the Foundation does not
go as far as to suggest that contracts are unconscionable, an argument that would
be difficult to sustain in the highly competitive ISP market, their arguments are
not consistent with encouraging contractual solutions.%

As an alternative, the Foundation recommended a counter-notification process
for subscribers wishing to contest allegations, whereby forwarding a copy to the
complainant would absolve the ISP from liability. A complainant could then bring
suit against the subscriber directly, with costs awarded to a successful defendant
if the original notice was determined to have been sent in bad faith.*! If persons
claiming copyright ownership can regularly avoid liability on the basis that they

40The Electronic Freedom Foundation also noted that take-down is effective upon notice and
remains such for 10 days even if a counter-notice is filed. It was argued that infringement allega-
tions then effectively become gag orders, failing to protect free speech, and encouraging subscribers
to inefficiently switch among ISPs in order to avoid these problems.

41Costs would presumably be awarded to a successful plaintiff, however.
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possessed honestly held beliefs (that may be nothing of the sort), however, notifi-
cation of claims to ISPs could reasonably be interpreted as cheap talk, especially if
the claimants had developed a reputation for false claims over time. To deter such
behaviour, copyright owners might be required to post a large bond to a disinter-
ested party that would be forfeited should costly verification by either subscribers
or their ISP establish that the claim was invalid, or that inadequate care was taken
by the owner in ensuring the validity of the claim. In these circumstances, ISPs
could be confident that only valid notifications would be received, and would be
advised to remove material to avoid liability.

The Ministry’s proposals absolve an ISP from liability by its pre-notification to
subscribers of a receipt of notice and intention to comply. If the ISP received notice
of allegedly infringing material but without verification, it would likely be found
to have ‘turned a blind eye’ if it did not seek further information from the claimed
owner who presumably is the least-cost verifier of ownership. If the ISP requests
further information, and is satisfied that it would be prima facie liable if it did
not comply, it will presumably then advise its subscriber of its intentions to take
down or block the material and hence be free from liability. If the complaint is
invalid, however, it is socially wasteful both for investment in evidence supporting
false claims and also for access to be denied on the basis of such evidence, and
significant user losses could occur during the period where the dispute between the
claimed copyright owner and the subscriber is resolved. Excessive taking down is
likely to occur, compared to the situation where ISP liability is zero during the
period of the dispute and where the material remains available to users.

In both the DMCA and the proposed New Zealand legislation, preconditions for
immunity do not apply for the provision of Internet access in its own right. Spe-
cialist access providers are not required to follow notification rules. Yet subscribers
of access are less likely than website operators to learn about blocking decisions
concerning a particular site. Even when they know, the costs of collective action
are unlikely to make it worthwhile disputing the decision. Hamdami concludes
that “subscribers of access services should enjoy greater protection than should
subscribers of hosting services” (p. 952). This is possible if end-users can sue ac-
cess providers in the event of their being blocked legitimate access, or by imposing
mandatory disclosure requirements on access providers who seek to block access.
Notably, the Ministry’s proposals for New Zealand do not make reference to the
protection of Internet end-users against erroneous removal of legitimate material.

4.3.2. Disclosure Duties of ISPs. Under the DMCA, to be exempt from liability,
ISPs must notify users of policies to terminate accounts of repeat infringers, a
provision that is not found either in New Zealand’s Copyright Act or proposed
amendments thereto. This notification rule serves to reducing transaction costs
somewhat. Hamdami, however, notes that the DMCA does not require ISPs to
notify subscribers of other aspects of compliance policies, such as the technology
used to screen for copyright infringement, and which would also reduce transaction
costs between ISPs and their subscribers. No information disclosures of this nature
are currently required in the New Zealand Act, and none are contained in the
Ministry’s proposed amendments, presumably reflecting an implicit assumption
that ISPs will not initiate monitoring under the proposed amendments to the Act.

4.3.3. Comparing the Knowledge Tests. As far as the current secondary infringe-
ment provisions in sections 35-39 of the New Zealand Copyright Act are concerned,
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the knowledge test imports a version of constructive knowledge in that an alleged
infringer either “knew or had reason to believe” than the act in question constituted
an infringement.*? This contrasts with the knowledge test in both the DMCA and
the UK regulations. Here, the tests involve “actual knowledge” of unlawful activity
or information establishing the existence of infringement, although the Ministry
points out that case law would suggest that “actual knowledge” is somewhat more
than what is stated literally, and “would encompass those who deliberately refrain
from enquiry or who shut their eyes to that which is obvious” .43

Constructive knowledge, however, is seen as involving knowledge of facts or cir-
cumstances from which a reasonable person would arrive at the relevant belief,
mere suspicion of infringement being insufficient.** The Ministry’s position was to
maintain the New Zealand constructive knowledge standard for ISP secondary lia-
bility, the major reason being a desire to prevent excessively extensive immunity for
ISPs from emerging, and to better allow content owners to protect their exclusive
rights. Thus, suppose that an ISP suspects that a particular hosted site contains
infringing copyright material. Such a suspicion apparently would not be held to
amount to constructive knowledge. If a copyright owner notified the ISP that the
site contained infringing material, but without verification of the claim, suspicions
might be further aroused, yet the ISP might still not possess constructive knowl-
edge of actual infringement. Notification, after all, may only be an allegation of
infringement. If the copyright owner provides unequivocal verification of infringe-
ment, presumably the ISP then possesses actual knowledge of infringement, and is
liable if the infringing material is not promptly removed.

Wherein lies a role for ‘constructive knowledge’ here? Perhaps if the owner
provides equivocal information concerning infringement, so that suspicion becomes
even stronger, but is not conclusive? For example, the copyright owner may claim
that there exists no royalty contract with the website owner, but this involves a
costly verification process for the ISP. More generally, if an ISP seeks verification
of ownership, what is its legal status if it remains uncertain about whether the
material is infringing? Willful blindness, is one thing, but making zero effort to
directly determine infringement is another. Yet, the Ministry does not appear to
propose either explicit or implicit infringement monitoring duties on ISPs. Notably,
the New Zealand test differs from that in Australia, where regard may be paid to
the knowledge, capacity and circumstances of a particular defendant in determining

420nce an infringement of copyright is made out, it may be actionable under s 120 of the
Act. It should be noted that under s 121 damages are not available where the knowledge test is
failed; however, an account for profits will however be available. Where the infringement is of the
secondary kind, the infringer would have satisfied the knowledge requirement, so damages would
be available.

43Cf., Ministry of Economic Development, Position Paper, p. 18; citing in support, inter alia,
the New Zealand case Crystal Glass Industries Ltd v Alwinco Products Ltd (unreported, High
Court, Hamilton, A236/78, 15 April 1983).

44Cf., Position Paper, p. 18-19; citing LA Gear Inc v Hi-Tech Sports plc (1992) Fleet Street
Reports 121, 129. The test in this case was applied in New Zealand in Husqvarna Forest &
Garden Ltd v Bridon New Zealand Ltd (1999) 3 New Zealand Law Reports 215. Here, the plaintiff
produced a set of drawings in which copyright was claimed, but was slow in producing information
reasonably requested by the defendant, provided limited data, provided some drawings at a late
date, and ultimately relied on only two drawings by the time the trial had advanced to its fourth
day. While accepting that the defendant may have had earlier suspicions aroused, no “reason to
believe” that infringement had occurred was established prior to this stage of the trial. Injunctive
relief, however, was provided to the plaintiff.
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whether that person rather than some other “ought reasonably to have known”
about an actual infringement. Such a requirement could efficiently impose implicit
monitoring duties on an ISP if it were determined that it was the least-cost detector
of an infringement.

Unlike the UK regulations, the DMCA distinguishes between contributory lia-
bility and vicarious liability regarding secondary infringement, and the knowledge
tests differ in each case. The actual knowledge test applies for contributory liabil-
ity, while, for vicarious liability, if certain other conditions are also met, defendants
are strictly liable whatever their state of knowledge of infringement. A contentious
condition is that the defendant must have had the right and ability to supervise
the misappropriation of the copyrighted work. A broad interpretation such as fail-
ing to exercise a veto right to remove potentially infringing material in spite of a
prohibitive cost of distinguishing infringing from non-infringing material effectively
exposes an ISP to strict liability, inducing overdeterrence. Hamdami prefers a nar-
row interpretation which changes the emphasis from the identification of the party
that should internalize the social cost of infringement to the provision of incentives
for third parties to police infringement while eliminating risks of overdeterrence.
The narrow approach requires a cost-effective ability to distinguish types of ma-
terial located on an ISP’s servers, and finds liability when appropriate actions are
not taken.

An optimal regime of third-party liability should target the least-cost avoiders of
the misconduct, and Hamdami argues that while contributory liability targets those
who have knowledge of infringement, vicarious liability targets third parties with
low monitoring costs, thereby providing incentives to detect infringement. Further,
vicarious liability typically requires that third parties gain financially from their
underlying misconduct, which Hamdami reasons can be rationalized as a deterrent
to excessive monitoring since it provides for the internalization of the social cost of
their monitoring activities if ISPs lose profits as a result of censoring material held
on its network.

Among the DP submissions, only the Auckland District Law Society and Tech-
nology Committee addressed the distinction between contributory and vicarious
liability for ISPs. After reviewing relevant overseas case law, the Society argued
that ISPs should be (i) liable for contributory infringement where the ISP’s “con-
tribution” is active, and (ii) vicariously liable, except where reasonable steps to
prevent infringement have been taken. The latter condition seems consistent with
Hamdami’s analysis of the overdeterrence problem, although the Society did not
elaborate in its submission. The recommendation did not form part of the Min-
istry’s proposals, again reflecting an apparent acceptance of a rather too general
view of the inability of ISPs to detect infringement at reasonable cost.

4.3.4. Authorization and Australian Legislation. The Australian approach to regu-
lating digital copyright infringement received a mixed reception in the New Zealand
DP submissions. The New Zealand Copyright Act, unlike its Australian counter-
part, does not have an explicit provision where an ISP could be liable by reason
of authorizing an infringement of copyright. Section 16(1)(i) of the New Zealand
Act provides that a copyright owner has an exclusive right to authorize copying of
the owner’s copyright-protected material. The issue at stake, however, is the au-
thorization by a person of illegal copying by another party. The Act, unlike s 16(2)
of the UK Copyright, Designs and Patents Acts 1988 which it follows closely on
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these matters, does not directly address this issue. In the UK Act, s 16(2) provides
that copyright is infringed by a person doing, or authorizing another to do, any act
restricted by the copyright. Consequently, authorizing illegal copying must arise
by implication under s 29(1) of the Act, so that authorization is treated as equiv-
alent to primary infringement. The High Court in Fibreglass Technologies Ltd v
Fibreglass Solutions Ltd (Unreported, High Court Auckland, 30 May 2002, M1727-
SW99), however, indicated that authorization of an infringement means more than
mere “sanctioning, approving, or countenance” of that infringement by another. In
the case, a number of actions of the Managing Director of the defendant companies
were essential inputs into the primary infringement.

It is likely that the provision does not operate like the secondary liability au-
thorization provisions of the Australian Copyright Act 1968 as amended in 2000
to incorporate changes in digital technology. Section 36 provides for secondary
infringement by way of authorization of a restricted act. An ISP may be liable
if deemed to authorize an infringement, s 36 further specifying considerations to
be taken into account in determining whether authorization has occurred. These
considerations are a codification of the High Court of Australia decision in Moor-
house.*> In this case, the University of New South Wales was held to have autho-
rized infringement of copyright where students used coin-operated photocopiers in
the University Library to make infringing copies of a work.

Included in the Copyright Amendment (Digital Agenda) Act 2000 was s 39B,
which provides that an ISP does not authorize copyright infringement “merely
because another person uses the facilities so provided to do something the right to
do which is included in the copyright”. It is arguable that little has been clarified
regarding ISP liability by this provision. For one thing, it appears to have been
interpreted differently in the DP submissions of Telecom and the New Zealand Law
Society (“Law Society”). In Telecom’s interpretation, ISPs would not be taken as
having authorized infringement merely because they had provided facilities that are
used for infringing purposes. The Law Society’s interpretation seems much more
narrow, considering that ISPs were given very limited protection from liability in
that the while the mere provision of facilities used by someone to do something
that is not itself a breach of copyright, an ISP is not protected where its facilities
are used by another party to infringe copyright. Both interpretations cannot be
correct, and Telecom’s sigh of relief may be premature.

Secondly, the new provision has been criticised as being uncertain as it raises the
question as to when an ISP does more than provide ‘mere facilities’.*® Where more
are provided, liability is determined by the common law of authorization. The Law
Society, however, noted that there was little real direction as to what might consti-
tute reasonable steps to prevent infringement from occurring in the context of an
ISP’s service provision. Microsoft argued in similar fashion, considering the provi-
sions to be too general in nature to be capable of precise application, so that courts
would become arbiters and be required to build up bodies of precedent. This pro-
cess, described as “laborious and undermining”, was unfavourably compared with
the provisions of the DMCA, which offered clear procedures to absolve complying
ISPs from liability. It seems that the march of technology is too impatient for

45 University of New South Wales v Moorhouse and Angus Robertson (Publishers) Pty Ltd.,
(1975) 6 Australian Law Review 193.
46For further discussion on the new provisions, see Aplin (2001), especially pp. 572-73.
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the development of a suitable common law of authorization.?” Nevertheless, the
approach, rejected in the New Zealand proposals, shifts the burden of detection
from copyright owners (who would no longer have to scour the University libraries
and computer laboratories of the world sniffing out miscreant students) to ISPs,
who, in some circumstances at least, may be least-cost detectors of infringement.
As is the way of things, trying to find a single liability rule that is optimal in all
circumstances is likely to be a chimera. In this context, the Recording Industry As-
sociation of NZ argued that ISPs are frequently not only the only means by which
infringement can be stopped, but also initially detected, so that blanket immunity
would remove any incentives for ISPs to prevent distribution of infringing material
and to cooperate with rights holders.

4.3.5. Peer-to-Peer File Sharing Issues. As noted above, Hamdami considers that
the DMCA provides insufficient protection to those who buy access services, and
this failure “is very significant because it is very likely that the emergence of dis-
tributed peer-to-peer file exchange services in the aftermath of the Napster injunc-
tion would increase the pressure on content providers on access providers to prevent
the access of their users to these file-sharing networks” (p. 952). Given that New
Zealand appears set to adopt legislation requiring prompt removal of allegedly in-
fringing material by ISPs, similar concerns hold.

The debate concerning copyright piracy in music file-sharing has crystallized
many problems of the design of robust secondary liability rules for ISPs. The abil-
ity to make near-perfect copies of delivery goods at trivial cost compared to the
market prices of those goods at their release dates in circumstances where roy-
alties comprise a small fraction of these prices has seriously begged the question
as to whether copyright law as currently designed excessively protects copyright
owner’s exclusive rights or fails to properly protect those rights. Taking protection
as given, however, eradicating piracy arising via music file-sharing technology has
been a major issue for recording companies, and for which the Napster injunction
was seen as a major victory. Napster was first in its use of peer-to-peer file-sharing
websites, transmitting MP3 music files over the Internet rather than through its
own servers. Napster did not transfer music so could not be liable for nor com-
mit primary infringement, but were sued for secondary liability.*®* Nevertheless,
the steps required to obtain the music file could not be taken without the use of

47The Microsoft DP submission raised the following related issue; viz, would rapid technical
change affect the relative merits of the Australian and US approaches? Not so, according to
Microsoft, since the basic structure of the Internet is well-established and so the basic provisions
of the DMCA should be able to be maintained for some time. Alternatively, its provisions could
be amended. The New Zealand amendments, however, appear likely to exceed a three year
consultation and enactment period, a lengthy period in a world of changing digital technology.

484 & M Records, Inc. v Napster, Inc., (N.D. Cal., 2000) 114 F. Supp. 2d 896; A & M
Records, Inc. v Napster, Inc., (9th Cir., 2001) 239 F. 3d 1004. Napster was variously sued for
vicarious (and contributory) liability. A preliminary injunction enjoined Napster from facilitating
music file downloading but the two courts disagreed as to its scope. The District Court ruled
that Napster must screen out all infringing files on its server regardless of the ability to find them
infringing. The Ninth Circuit remanded and instructed a new injunction that would account for
the limited ability to distinguish infringing and non-infringing files with a given architecture of
its system. At that time, Napster was able to detect infringement only on the basis of the names
given by subscribers to the files offered for downloading. Note that the narrow interpretation of
the control requirement by the Ninth Circuit took system architecture as given. Architectures,
however, are endogenous, which raises the issue of inefficient incentives to choose architectures
than cannot distinguish infringing material at reasonable cost, thus encouraging underdeterrence.
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the Napster server, which was an essential input into the infringing activity. The
ensuing litigation ultimately left Napster with a shut down order until they could
comply with previously imposed revised preliminary injunctions.

A major plank in Napster’s defense was that as an ISP, they were a mere passive
conduit, entitled to the protections of the safe harbours of the DMCA. The fatal
flaw, however, was their evidence that the MP3 files were never transmitted through
their servers, the files being transmitted through the Internet from the host user’s
Napster browser to the requesting user’s computer. As a consequence, Napster
was held not to be a mere conduit, being well aware of the infringing activities of
users, had failed to remove infringing material, and had materially contributed to
infringing conduct of users.*’

Not surprisingly, ingenious investment in litigation-defying technologies quickly
emerged.”® In Metro-Goldwyn-Mayer Studios, Inc. v Grokster, Ltd., (C.D. Cal.,
2003) 243 F. Supp. 2d 1073, a consortium of motion picture studios and record
companies brought an action against companies that produced the Grokster and
Morpheus file-sharing software.? Unlike Napster, these file sharing networks ex-
isted without a central server, and once the relevant software program was down-
loaded, Grokster or Morpheus ceased to have any further involvement in the copying
process. Unlike Napster, the defendants provide no infrastructure that directly sup-
port infringing activity, and as in Sony Corporation of America v Universal City
Studios, Inc., (1984) 464 US 417, the defendants distribute and support software
that users can choose to employ for lawful or unlawful ends but which is outside the
control of the defendants. Be it peer-to-peer software or a videorecorder, liability
does not accrue merely because the technology may be used to infringe the plain-
tiff’s copyright. Here, it was held it had not been established that the defendant
companies had made a substantial contribution to the infringement and hence were
not subject to secondary liability.

The failure of the action against Grokster and Morpheus means that there is
no central body who is a clear defendant in these cases.?®> This could explain
why the Recording industry has now focused its attention on the individual user,
encouraging peer-to-peer users to develop new encryption devices to hide infringing
files as quickly as the industry can break the encryptions.

These cases make an interesting comparison with Re Aimster Copyright Litiga-
tion, (7th Cir., 2003) 334 F. 3d 643. Aimster operated a peer-to-peer file sharing
system similar to that of Napster in that a central server facilitated the searches
and requests for files. Communications between users, however, were made through
the America Online (“AOL”) Instant Messaging Service. An Aimster user needed

49Napster also had further problems since their policy regarding termination of accounts of
repeat infringers, required under s 512(i) of the DMCA, was not advised in writing to users and
was only publicized when action was brought.

50Liebowitz (2002) points to the irony of the Napster victory for the recording companies,
since the resulting Napster-substitutes pose much more serious litigation-proof forms of unautho-
rized online copying. Landes and Lichtman (2003) consider these dynamic responses to be both
predictable and inevitable, and must be accounted for in deciding the appropriate role for indirect
liability.

51These programmes were spawned by the Gnutella program and demonstrate that once a
program like Gnutella enters the public domain of the Internet, it takes on a life of its own, and
continues to exist long after its origin disappears.

52For a discussion of the ‘phantom defendant’ problem for policing Internet piracy, see Riehl
(2001).
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to be logged on to AOL, and transmissions occurred through the AOL system.
Further, all communications were encrypted, so that Aimster remained unaware
of what was being traded through their network. Lacking actual knowledge of
infringement, Aimster considered themselves free from secondary liability.

As with Napster, a preliminary injunction was entered. Justice Posner considered
that the central issue was whether Aimster came within the Sony exception that
there were substantial non-infringing uses for their service. Aimster argued that
proof of a possible non-infringing use was all that was required to fall within in
Sony, whereas the plaintiffs argued that a single known infringing use is sufficient.
Posner J rejected both arguments, considering that recognition needs to be given to
the respective magnitudes of the actual and potential infringing and non-infringing
uses.

In any event, the Aimster service was put solely to infringing use, and Aimster
failed to adduce any evidence at all showing that there were non-infringing uses.
The online tutorial instructed users how to download copyrighted material, and
the only revenue that was made was subscription to a service allowing the user
to download any of the top 40 traded music files without needing to search and
link up with another user. Posner J considered that Aimster invited the users to
trade copyrighted material, an element that was missing in Sony, as Sony never
promoted infringing uses of their video recorder. Posner J also made reference to
the safe harbour provisions in the DMCA, indicating that they will apply where
ISPs do what is reasonable to prevent the use of its service by repeat infringers.
These conditions did not apply to Aimster as by providing encryption, Aimster
deliberately disabled itself from doing anything to prevent infringement.?3 In this
light, it should be recognized that actual knowledge of infringement for an ISP
may frequently arise because of notification by a copyright owner, but, given the
‘blind eye’ arm of this knowledge test, ISPs may be held to have actual knowledge
in a wide range of other circumstances likely to be relevant in digital distribution
context. Since New Zealand plans to maintain its constructive knowledge test, it
will be interesting to determine the extent to which ISPs will need to take positive
actions to acquire knowledge in order to be immune from secondary liability, rather
than simply fail to take negative actions which deliberately deny them knowledge
they could attain at negligible cost.

In the absence of legal reform in New Zealand, it was argued that it was “likely
that a Napster-like service could currently be operated in New Zealand with im-
punity”.?* Further, DMCA-type provisions were viewed as having the merit of
avoiding problems of regulation via secondary liability provisions currently framed
in terms of tangible copies but which would be likely to become less relevant to dig-
ital distribution issues such as file-sharing services. For example, Microsoft argued
that Napster was guilty of copyright infringement because the US law relating to
secondary liability was sufficiently broad to apply to activities that encourage or
knowingly facilitate copyright infringement by others. In contrast, the New Zealand
provisions were seen as relatively fact-specific, and not technology-neutral. In par-
ticular, s 36 of the Act might be inapplicable because Napster-type services neither
possessed nor dealt in infringing copies (even if digital music files are characterized

53For an attempt to reconcile the different legal treatment involved in the apparently similar
cases of Sony, Napster, and Aimster, see Armstrong (2003).
54Ken Moon & AJ Park, DP submission, p. 7.
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as ‘objects’).?® Also inapplicable could be s 37, which provides for infringement
where it is known or believed that the ‘object’ designed or adapted for making
copies will be used for illegal copying, unless Napster-type software could be charac-
terized as such an ‘object’. Microsoft concluded by arguing that secondary liability
provisions should be amended to cover Napster-type activities, perhaps by includ-
ing a specific provision applying to activities encouraging or knowingly facilitating
infringement of copyright by others, a recommendation that has not been taken up
by the Ministry.

As a consequence, a suit brought against a Napster-type service would be a
nice test of sections 16(1)(i) and 29(1) of the Act, but nothing has yet reached the
New Zealand courts. On 28 October 2003, however, it was reported that among the
many file-sharing websites in existence in New Zealand, the ISP Orcon had removed
a site www.p2p.net.nz, thereby narrowly avoiding legal action from the Recording
Industry Association of New Zealand.?¢ This site utilized Orcon’s servers and was
reported to act as a trading point for MP3 music files, digital versions of blockbuster
films, and pirated software. Although the content was not hosted centrally, and
was instead stored on the computers of users connected to the hubs via software
programs such as DC++, the Association’s chief executive reportedly argued that
downloadable infringing material existed on the hub, and while pleased to see its
exit from the market, planned to pursue action against those that sought to take
its place. Nevertheless, the action was not seen as sufficient to deter all illegal
file-sharing activity, and the Association believed that ISPs needed to take more
responsibility in policing file-sharing. Further, in mid-2003, three stores in Dunedin
received notices from lawyers of the Association threatening legal action if they did
not remove vending machine like compact disk (“CD”) copiers from their store.
Similar to a drinks vending machine, the copiers were on public display in a retail
outlet, and a customer could copy a CD for $NZ 5.00.

In neighbouring Australia, however, music file-sharing litigation has proceeded
where relatively weak protection for ISP secondary liability is argued to occur.
The ISP ComCen, a subsidiary of E-Talk Communications, has been sued by the
Australian Recording Industry Association for profiting from the illegal sharing of
music files. The site www.mp3sdfree.net, hosted by ComCen, allegedly facilitated
140 million illegal downloads in a twelve month period. Following an investiga-
tion by Music Industry Piracy Investigations (“MIPI”), proceedings were brought
against the site and ComCen, reportedly the world’s first instance of action against
an ISP.5"

The MIPT alleged that up to 20 percent of ISP revenue came from the illegal
trade of music files, the increased revenue resulting from greater flows of Internet
traffic and greater file downloads. Similar to Napster, mp3sdfree did not have any
illegal files located on their site; rather, it acted as a search engine or directory
allowing users to find the songs that they wanted. As no music files were ever on

55Unlike the circumstances in UMG Inc. v MP3.Com Inc., (S.D.N.Y. 2000) 92 F. Supp. 2d
349, where it was held that MP3.Com permitted a user to listen to an illegitimate rather than a
literal copy of a CD owned by a user, even though the user was required to established that they
owned an original version of the CD. The defense of fair use failed in these circumstances, and
would almost certainly fail under the Act since format shifting, although proposed to be made
lawful, is currently illegal.

56Cf., Peter Griffin, The Herald, (28 November 2003) Plug pulled from file-sharing hub;
http://www.nzherald.co.nz/story/display.cfm?storyID=3536469.

57Cf., (www.australianit.news.com, 22 October, 2003).
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the site, no music files were ever located on ComCen’s servers, and the ISP argued
that since no hosting of infringing material occurred, it could not be found to have
infringed copyright. Unfortunately, the particular legal arguments are at this stage
unknown, although it has been alleged that ComCen has profited from the illegal
sharing of music files. The site, however, was removed before the court considered
the question of whether the absence of infringing material located on their servers
ComCen will absolve the ISP from liability. Whether ComCen is sufficiently far
removed from the infringement is unknown, but they may be expected to rely on
the innocent dissemination defense introduced in 2000.

Institutions that might well be classified as ISPs for copyright litigation under
legislative amendments have recently become nervous in Australasia. For example,
the University of Canterbury’s IT Newsletter (2003) 31(6) pointed to publicity sur-
rounding litigation involving the Recording and Motion Picture Industries against
members of the public, including tertiary students, for alleged illegal music and
movie file sharing via the Internet. One major tertiary institution had instructed
its employees to delete potentially illegal downloaded files from the institution’s
computers, and the IT Department advised staff and students at the University
of Canterbury not to store unauthorized material on their computers, in part be-
cause the University may become liable for the consequences even though such
actions would be in contravention of University Computer Regulations and subject
to discipline.

A likely motivation for this warning is the case Sony Music Entertainment (Aus-
tralia) Ltd v University of Tasmania (2003) FCA 532. Sony, Universal, and EMI
identified that users of the networks operated at three Universities had been in-
volved in distributing files containing unauthorized copies of copyrighted music
recordings. The music companies brought an action under a preliminary discovery
rule that would require the Universities to provide access to the information on the
University networks. This request had initially been sent to eleven Universities, of
which eight complied, but the Universities of Tasmania, Sydney and Melbourne did
not. The Universities did however agree to save a ‘snapshot’ of what was contained
on their network at the time should the court order that access be provided. This
snapshot was a backup of all the information held by the University networks at a
specific time, including material not relevant to the case. The snapshot was saved
on electronic tapes, CD Rom, and hard drives. In the event, the tradeoff between
disclosure of infringers and protection of the privacy of innocent parties was re-
solved by the Court’s agreement to Sony appointing a forensic expert to extract
relevant information which would be made available to the University, which, after
taking legal advice, would provide an affidavit of the inspected documents that
would include relevant information enabling identification of copyright infringers
and made available to Sony. It should be noted that one of the specific actions
that Sony was attempting to support was a possible action against the Universities
for authorizing, aiding or abetting a primary act of infringement or distribution
of unauthorized copies of sound recordings. The preliminary disclosure rule may
also be used to obtain information from a prospective defendant so as to identify
whether action can be taken against that defendant.

Further, related Australian litigation has made many Australasian users less
blasé about the probability of apprehension for serious copyright infringement. In
May 2003, three University students were arrested and charged with offences under
the Copyright Act for operating an Internet website offering tracks from over 390
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different CDs free of charge over the Internet. All three pleaded guilty and were
sentenced in November 2003. The prosecution, backed by the Recording Industry,
sought a prison term for the offenders. Two had been charged with multiple counts
of distributing, and aiding and abetting the distribution of copyrighted materials
that arose from running the site that had reportedly received over 7 million hits and
cost the music industry over $A60m. The third student was charged and convicted
in relation to four compilation CDs that he had distributed over Internet.

These were the first criminal convictions for Internet music piracy in Australia,
although in the UK similar cases had led to prison sentences of between 24-30
months. The Judge sentenced the first two students to 18 months imprisonment,
suspended on payment of a $A1000 bond for 3 years. The third student received 200
hours community service, as did the other two for aiding an abetting the third to
distribute the compilation album over the Internet. The sentences were suspended
because the students were only 20 years old, they had no previous convictions, and
they were still studying at University.?®

Further from home, in July 2003 the Recording Industry Association of America
(“RTAA”) issued hundreds of federal subpoenas demanding that certain ISPs and
some Universities provide the names and addresses of users suspected of illegally
sharing music.?® Two months later, 261 lawsuits were filed against suspected file
swappers.®® The RIAA indicated that those users with more than 1000 music files
on their computers that are available for downloading would be pursued. In October
2003, 204 letters were sent to suspected infringers who were advised that unless they
contacted the RIAA within ten days to settle, they would be sued. Some 124 users
settled for between $US2,500 and $7,500 each, while and the remaining 80 users
were sued. At the same time, the RIAA initiated an amnesty scheme for those
not already served with notices of suit. The RIAA Anti-Piracy Unit also continued
to take action against CD counterfeiters, bringing prosecutions against those who
commercially copy CDs then sell them in the Black Market. In the first six months
of 2003, some 2.5 million counterfeit CD-Rs were seized.

Such deterrence activity may induce counter-measures. For example, in 2003, a
graduate student cracked the protection mechanism developed by SunnComm for
BMG. The mechanism downloaded an anti-piracy programme when the personal
computer (“PC”) automatically loaded the CD, preventing the PC from being able
to read an Audio CD. The student, however, found that if the shift key was held
down the automatic loading would be bypassed and the anti-piracy programme
would not be loaded. This information was posted on the Internet and widely
disseminated, causing the share price of SunnComm to fall by one quarter. Sun-
nComm threatened to sue the student under the DMCA, but the action was not
pursued.

Music file sharing over the Internet emphasizes the gulf between the retail price of
music delivery goods and the cost, expected liability included, of acquiring excellent
copies via Internet piracy. Until recently, however, while downloading MP3 files was
both quick and easy for users, the same could not be said for downloading pirated

580ne of the students had claimed that he did not know that his actions were illegal, but it
transpired that he had taken a paper in IT law, and had written an essay on the topic of Internet
piracy and copyright!

59The Los Angeles Times (19 July, 2003) claimed that at least 871 federal subpoenas had been
filed seeking users’ identities.

60Cf., Wingfield and Smith (2003).



146 ALAN E. WOODFIELD

movies which required many hours to download files of several hundred megabytes
even using broadband connections. During 2003, however, new technology emerged
permitting large files to be rapidly downloaded, and which exhibited scale economies
which reduced downloading time as a function of the number of ‘swarmloaders’ si-
multaneously engaged in the same exercise. This software, of which BitTorrent is
an example, operates by permitting users to share bandwidth and make it readily
available to other users, unlike networks based on Gnutella and the like, which
rapidly reach capacity before search requests for popular music are satisfied. Yet
while designed to prevent website bottlenecks, its main use has been for sharing
copyright material over the Internet, with rogue sites containing easily download-
able pointers to pirated ‘seed’ files of copyright films, television shows, programmes
and music. The response from the Motion Picture Association of America has been
to send approximately 300 infringement notices since November 2003 to the hosts
of websites accessible from BitTorrent links.

The curious amalgam of limited successful litigation, legal threats, technological
progress, and continued non-accommodated piracy has led to a number of interest-
ing recent market-based developments in the control over illicit trade in the music
industry and, more recently, the motion picture industry. For example, early in
2003, British Telecom in association with Warner, BMG, and Universal launched
a new Internet music site where a user may download an unlimited number of
songs for STG £10 per month. A database of over 150,000 songs emerged, but
the files contain a code that allows them to be played on only three designated
computers. The downloadable digital music files cannot be copied except onto a
blank CD provided that the CD is for personal non-commercial use. Similarly, Ap-
ple has developed their iTunes site, allowing the downloading of a particular track
for US$0.99 or an entire album for $9.99.5! The site allows a user to listen to a
track before they purchase it, and the ability to sample prior to purchase has been
claimed to increase sales as buyers are exposed to music that they would other-
wise not buy. Further, Napster, bloodied and presumably somewhat bowed, has
returned, although Napster2.0 only permits users to legally purchase music in the
same way as does the Apple iTunes site. Thus, technological progress in conjunc-
tion with competitive markets may do much to eradicate digital copyright piracy
by facilitating the distribution of legal material at a fraction of the current retail
price of delivery goods such as CDs.

Regarding New Zealand, the site www.amplifier.co.nz predated Napster, provid-
ing a small collection of New Zealand music in digital form at a price of $NZ1.99 per
track, much the same as an iTunes price. The site, however, does not sponsor the
best-known labels. Only 3000 tracks from as many as 400 independent musicians
are available, with more widely-known commercial New Zealand artists unavailable
through the site. Because of international licensing issues, tracks featuring New
Zealand groups affiliated to international labels are unavailable. As a consequence,
the site records only several hundred downloads per month. Although the high
profile bands are unavailable from the amplifier website, it would be relatively easy
to download an illicit copy over the Internet. The fact that legitimate copies of
the available songs are not available in conventional CD delivery good format only

61This equates to $NZ17.43, and might be compared with the lowest discounted album retail
price of NZ$23.00 that could be found locally, the significant price difference reflecting the inability
of New Zealand users to access the iTunes site. Notably, Apple’s iTunes Music Store received the
accolade of TIME magazine’s “coolest invention” of 2003.
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serves to increase the demand for illegal copies. In the meantime, international li-
censing arrangements restrict access of New Zealanders to market-based legitimate
online music providers such as iTunes.

5. CONCLUSIONS

Following a lengthy process reviewing the Copyright Act 1994, New Zealand’s
Ministry of Economic Development proposed a number of fairly minor legislative
changes to incorporate the rapidly-changing digital environment while remaining
essentially technology-neutral. Regarding ISP indirect liability for user copyright
infringement, the Ministry appeared to be impressed by submissions emphasizing
the cost of ISP monitoring of infringing activity, implying that the burden of en-
forcing copyright holders’ rights is best vested in the holders rather than ISPs. Nev-
ertheless, no blanket immunity for ISPs was proposed; instead, a knowledge-based
standard similar to that adopted in the UK Electronic Commerce (EC Directive)
Regulations 2002 was put forward, along with a constructive knowledge test and
a requirement that in the knowledge of infringement, the ISP would be required
to inform the relevant subscribers of their intention either to take down or block
end-user access to the material concerned. No monitoring duties were proposed for
ISPs, however, even though socially optimal monitoring may require them to make
positive efforts in some circumstances.

The Ministry is correct in rejecting zero secondary liability for ISPs since gate-
keepers may have an important and cost-effective role in controlling Internet copy-
right piracy. The rejection of strict ISP liability is also correct since web-hosting
ISPs would otherwise remove an excessive amount of material from their servers, in-
cluding legitimate material of high value. The main problem is that the interests of
ISPs and users are not aligned, and an ISP focus on avoiding liability will typically
harm the interests of users given the nature of the feasible contracts that can be
written by the parties. This issue, however, received little attention in the Ministry’s
deliberations. Further, the uniform regulatory approach proposed by the Ministry
leaves little room for distinguishing different severities of overdeterrence, and while
the proposed knowledge-based standards should largely prevent excessive perma-
nent removal of legitimate material, the constructive knowledge standard (which
is weaker than adopted in Australia where ISPs receive limited protection) may
be insufficient to encourage the removal of many infringing items. The knowledge
test also leaves a degree of residual uncertainty as to when ISP liability is likely
to arise. The counter-notification procedure may not prevent liability-conscious
ISPs from removing excessive legitimate material on a temporary basis, causing
significant losses to end-users in the process. More radical solutions that appear to
have desirable efficiency properties, whereby ISPs would effectively buy their sub-
scribers’ posted material or where ISPs would be required to purchase copyrights
and pursue infringers, did not feature in the proposals. Nevertheless, it is widely
recognized that the design of optimal copyright law is fraught with difficulties and
the Ministry’s consultative processes and careful deliberations have done much to
maintain a reasonable balance between the conflicting interests concerned.
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